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Operators Devs

Collaboration

Performance Code
Security Q Test
Availability © Deploy
Cost Support
Diagnostics
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Bringing it all together

Multi control plane (TMC)
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Day2 : Cloud Native Storage 22F 2L|

Administrator@VSPHERE.LOCAL v

vm vSphere Client Menu v/

2 © [ vSAN-Cluster ACTIONS v

(510.198.24.1 Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates

~ [ vSAN-DC 3

- [[] vSAN-Cluster VM DRS:Scord )

[] 10198175 CPU Utilization Usage breakdown before dedup and compression
D 10.198.17.6 Memory Utilization
Ij 10.198.17.7 Network Utilization Usage by categories EXPAND ALL
[] 10.198.17.8 Resource Allocation v ~ Il VM 200.86 GB (75.62%)
[] 10.198.23.255 CPU VMDK 168.64 GB (83.96%)
[] 10.198.24.0 MEmoRy Primary data 99.33 GB
@ ESX:Agents — Replica usage 69.30 GB
3 k8s-master01 o
e Utilization 2430 GB
[ k8s-workerO1 Block container volumes (attached to a VM)
% Storage Overview (12.1%)
9 k8s-worker02 - e 0 G R Total usage
e Security rimary data 12. .
p k8s-worker03 265.62 GB VM objects
o VSAN 7 Replica usage 12.21 GB

3 k8s-worker04
5 k8s-worker05

Confidential

Skyline Health
Virtual Objects
Physical Disks
Resyncing Objects
Proactive Tests
Capacity

Performance

Performance Diagnostics

Support

Data Migration Pre-check

Cloud Native Storage

Container Volumes

v

VM home objects (VM namespace) 7.63 GB (3.8%)

Swap objects 288.00 MB (0.14%)

[l User objects 1.00 GB (0.38%)

Improved virtual disks 820.00 MB (79.77%)
Other improved virtual disks 820.00 MB

File shares 100.00 MB (9.73%)

File container volumes 100.00 MB
Other (e.g. ISO files) 108.00 MB (10.51%)

Il System usage 63.76 GB (24%)

Container volumes overview File shares overview

©2020 VMware, Inc.
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Day2 : Kubernetes
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kub-cluster-168

Kubernetes Clusters: 6
Pods: 44
Operator VMs: 5

Utilization

CPU Demand
Memory Consumed
Memory Ballooned
Disk I0OPS

Disk Throughput
Network Throughput

Power Consumption

Metadata

Creation Date

Description

Capacity

Search

TROUBLESHOOT

Compliance Events

Active Alerts

@ Critical

& Immediate

Config Status

© Running

/I\ Warning

| Chet ZL{EE 2|2

al C A4 i

» @ [JDefault Policy ?
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@ Overview Active Alerts
—
Obje: e Fomes Rabs o~
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Pod ) Powered On )7 S Ca
@ [} Datacenter /Yy immediate &)
(Ceotscenterwicr )
U 23 MMz used |1 vCPU allocated Waming D
@ [[]] Cluster Mesrory: 20 MB used | 0.5 GB allocated @ wto (:)
Disk Space: 2.3 GB used | 449 MB allocated
@ (E) Namaspace F
® © Time Remaining () Capacity Remaining
TR > 1 Year 20 % (560 GHz)
«» @ roa d .
Cooneet ) Utilization Performance
T CPU Demand 70% Guest 05 CPU Run Gueue per vCore 23
) Memory Consumed 59% Guest OF Memary Frea 04GR
VIEW MORE Memary Balooned 84% WM Disk Latency D3ms
Disk I0PS 54 MB/s WM Network Dropped Packel 0%
Disk Throughput 62 MBfs Guest OS Memory Page-In Rate 71MB/s
e . YT ———
Metadata
D & KB Guest Cluster
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@ Chrome File Edit View History

Bookmarks

People Tab Window Help

o Tanzu Mis x @ vSphere - tas-tkg-default-lb - X
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&

photon-3-kube-v1.18. 1+vmware. 1
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Task Name Target
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Summary Monitor Config ssions
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west OS

DNS Name

P Addresses

Launc

h Web nsole

=
Launch Remote Console @

VM Hardware

Related Objects
Cluster (8
Host
Networks ¢
Storage

Tags

Assigned Tag Category
Status Detaiis Initiator

on1269

mpatibility. ESXI 65 and la
VMware Tools: Running, vers)
More infc

tas-tkg-default

Datastores Networks Updates

VMware Photon OS (64-bit)

ster (VM version 13)

Guest Manasged)

Description

Queuved For Start Time Completion

luster AP| vSphe

htty

ton OS 64-bit and HAProx

HAProxy Load Balancer I Mware Ph y dataplane AP

s/ github.com/kubernetes-sigs/cluster-api-provider-vsphere

Edit Notes

Custom Attributes

Attribute Value

Ime Server |
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USAGE
40 MB
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vm vSphere Client Menu v \/, Searcl C | ® v | Administrator@VSPHERE.LOCAL v (&)

R 8 9

v [ ue-ve-client eng vmware

(m] work-auth | ACTION

v [ Palo Alto Summary Monitor Configure Compute Storage Network Permissions
) Test xyz
> Underdesk Hosts
[ test abc Status “reated Storage Permssions Pods
v [@] Wenatchee 3/12/20139
> r[j] Production Config Status : 7 O ;
. & l'otal pods
v [ Cluster 1 & Running

[ m-03.eng.vmwa..
Kubernetes status

D m-04.eng.vimwa — Craated = Pendng
g 2 d \ ' ’ N
() Namespace( RP) @ Acti You haven't allowed any You haven't given any devops s
v @ ace C lve . R ‘ ~ DN
() work-auth storage policies for this access to this workload. Add
3 worklocad. Adc some policies
Location - P some permissions to let your
> & k8-Cluster -1 to let your devops team 50

@ ue-ve-client.ena.local devops team directly manage

S ‘siste torage.
Y & k8-Cluster-2 access persistent storage

> & K8S Cluster 3 Cluster 1

El poc-vm-1 Link t cLI 12:.00 1.00 200 3.C0
- . DR ADD STORAGE
(] poc-vm-2 ADD PERMISSIONS

s (@) finance-app Copy Link |4 Open VIEW DETAILS

this Workload.

Capacity and Usage >

cPU

O GHz

No Limit

Memory

OGB

No Limit

Recent Tasks Alarms

»



vm vSphere Client Menu . \dministrat j OCAL ™ &R

Add Permissions

Add a user or a group to give access to this worklaod.

Identiy Source vSphere local

User/Group Q WCP-Team

Can View

Recent Tasks Alarms




Add Limits

Below are various resources that are available to the Namespace. You can
choose to limit consumption of any or all of these. This is an cpticnal step.

No limit

v Storage

Gold Policy e

N imi
Silver Policy No limit

Recent Tasks Alarms




viMm vSphere Client Menu v | Administrat - OCAL o

Add Storage

Select storage policies for your Namespace.

(7] storage Policy Total Capacity Avaialable capcity
> [[J  Default Policy 200 GB 100 GB
> Geld Policy 200 GB 100 GB
> Silver Policy 200 GB 100 GB
> [[J  Diamond Pclicy 200 GB 100 GB

4 items

Recent Tasks Alarms




vm vSphere Client Menu v

Administrator@VSPHERE.LOCAL Vv @

R 8 9

v [ ue-ve-client eng vmware

[B] work-auth | ACTION wv

v [ Palo Alto Summary Monitor Configure Compute Storage Network Permissions

1 Test xyz
> [Ij] Underdesk Hosts
[Fh test abe
[ Wenatchee
’ f[j] Production
v [ Cluster 1

[ m-03.eng.vmwa..

Status

Config Status
@ Running

Kubernetes status

Storage

O

Permissions

Can view workload @

mwest

Test-team

Pods

O Total pods

— Crested = Pending

B m-04.eng.vmwa.. Storage Policies @ €0
v (8] Namespace( RP) @ Active Can edit workload @
i AL Gold Policy
¥ () worksau Location WCP Team 50
)Y 8.C =
& k8-Cluster -1 G ue-vc-client.eng.local . o pshinh
> & k8-Cluster-2 Silver Policy . £
jrosoff
> & K8S Cluster 3 Cluster 1 View all '
mj-team 12:00 100 200 300
&y pod-vm-] Link to CLI
[:_3 poc-vm-2
(@) finance-app Copy Link [7 Open EDIT STORAGE MANAGE PERMISSIONS VIEW DETAILS
S nance-apr
Capacity and Usage &

Recent Tasks Alarms

cPU

O GHz

8 GHz Limit

Memory

O e

No Limit

»
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vm vSphere Client Menu v 5 n all environments /‘,.‘, Administrat: VSPHERE.LOCAL v

2 © [0 vSAN-Cluster ACTIONS v

, (310198241 Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
# R vSAN-DC VM DRS Score Container providers: Kubernetes LEARN MORE
- [[] vSAN-Cluster

[] 10198175 CPU Utilization Add filter

[] 10.198.17.6 Memory Utilization

D 10198.17.7 Network Utilization :"" Volume Name Type Label Datastore Health Status Capacity Quota

[] 10.198.17.8 Resource Allocation v BEE pvc-b95dfect-cfbl-4d... BLOCK component (master’)  SEE ALL [Z] vsanDatast.. @ Accessible  8.00 GB

[0 10.198.23.255
CPU N P — _ )

[] 10.198.24.0 | [ @ pvc-345a9263-47d8-4..  BLOCK app (postoresqlll  SEE ALL (5] vsanDatast.. @ Accessible  8.00 GB

LSS Memory
> @ EAgents KioraEe (] [3 GG pvc1546ef6f-doas-44..  FILE app (space-odyssey (5] vsanDatast.. @ Healthy 50.00 GB

9 k8s-masterO1
ilizati — = ” Y

5 k8s-workero1 MIRZARoR 0O 3 pvc-cd20d607-2344-..  BLOCK app (postoresall  SEE ALL () vsanDatast.. @ Accessible  8.00 GB

e Storage Overview

LI KEEWOMkEr02 Security (] [3 @ pvc-568294e2-2140-4..  BLOCK app (Gassandra) | release (cassandra (3 vsanDatast... @ Accessible  8.00 GB

9 k8s-worker03

5 k8s-worker04 VSAN v O = pvc-f3bd64a5-21c2-40..  BLOCK app (Concourse-worker |  release (Concourse [E] vsanDatast.. @ Accessible  20.00 GB

= k8s-worker05 i = = .

e SEIDE ey [ [ g pvc-asisfebc-1295-4d.. BLOCK app {mongodb SEE ALL [£] vsanDatast.. @ Accessible  8.00 GB
Virtual Objects
Physical Disks (1 [5 @ pvc-367e0d46-cad7-4.. BLOCK app (mengadb |  SEE ALL [£] vsanDatast.. @ Accessible  8.00 GB
Resyncing Objects ] = pvc-218661b0-2d5e-4... BLOCK app (gitaly release (gitlab [=] vsanDatast.. & Accessible 50.00 GB
Proactive Tests
Capacity ] B C@ pvc-2diab2d0-c042-4... BLOCK app (concourse-worker release (concourse [=] vsanDatast.. & Accessible  20.00 GB
Performance (] [3 [ pvc-0384508e-15be-4..  BLOCK app GOREEE®) SEE ALL (5] vsanDatast.. @ Accessible  8.00 GB
Performance Diagnostics a
Support L [El pvc-f019d144-f794-42.. BLOCK app ‘minio SEE ALL |;,| vsanDatast... & Accessible 10.00 GB
Data Migration Pre-check (] [E @ pvc-50f39722-e7b3-4..  BLOCK app (Minid)) SEE ALL (=] vsanDatast.. @ Accessible  10.00 GB

Cloud Native Storage Vv
w Container Voluries H 1-13 of 13 container volumes

32
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Physical Placement = 52406c2c-0ac6-4505-b9ac-7a6bld7ddf15 >

Group components by host placement

Hosts and Disks Virtual Object Components

Name State v

pvc-1546ef6f-d0a9-4414-b6e.. > 52406c2c
v [] 10.19817.6 @ Healt..

Witness & Active
v Disk Group (Local VMware Disk (mpx.vmhba0:C0:T4:L0O)) Q Healt...

&) Local VMware Disk (mpx.vmhbaO:CO:T1:.LO) Q Healt...

v [J 10.198.24.0 @ Healt..
v Disk Group (Local VMware Disk (mpx.vmhba0:C0:T4:L0)) o Healt...
& Local VMware Disk (mpx.vmhbaO:CO:T1:LO) Q Healt...

v [] 10198175 @ Healt..
v Disk Group (Local VMware Disk (mpx.vmhba0:C0:T4:L0)) Q Healt...
&y Local VMware Disk (mpx.vmhba0:CO:T2:L0) & Healt..

vmware
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Kubernetes & Cloud Foundation
VCF editions include TKG and vSphere with Kubernetes

QP E Ol 0|1 U 7}

. vSphere Pod A{H|A
VMware Cloud Foundation Tanzu Kubernetes Cluster Hf X
VM Hijz= 3! 22|
< x| AEE| MH|2A
Harbor £ AFE25}0 Docker & OCI O|O| X[ X &, &2
, , At 7|8 AN KO =2 00X E B
Automation & Operations Flofd Azt O|0|X| BXAER] MElY ey

2EE|X| MU

— @ & vCenter Server 2E2|X|
— = S ZH 0|, K8s W VMs 2+ &
Compute Storage Network HES|A AMH|A
VA ZHY BtRE, 2E WA Y
X Jg

\/

Tanzu Kubernetes Grid Service for
& Intrinsic Security & Lifecycle Automation @
=N,
bernetes

Data Center Service Provider Public Cloud

vmware

Confidential \ ©2020 VMware, Inc.



Cloud-Native Day
2020 Korea
LIVE!

OjO| L2 MH|AS 9|3 HE QlZat 7y
LjE2/F

oA

Ofol
02!

vmware



NSX-T for vSphere with Kubernetes; _" Cloud-Native Day 2020 Korea

LIVE!

vSphere vSAN NS
(Compute) (Storage) (Network)

----------------------------------------

* 4
---------------------------------------

Control Worker Worker | Worker
Plane

VM VM VM \A\%

'
. ‘ vM | WM Tanzu Kubernetes
= [ | Cluster
Namespace NEIES Namespace Namespace Namespace

VM ; uster Tanzu VM ; Cluster Tanzu
Operator Superviso Pl Ku;ogrrriwdete Operator Supervisor Cluster AP Kubg?detes

SDDC

vmware
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NSX-T: Converged networking 4 ~ Cloud-Native Day 2020 Korea

VM and container network

VMware NSX Without NSX: Separate HW/SW
o : ctean], @) g
Monitoring & Analytics cI1SCo NztBrairQ 1()
& & fi*Eﬁ
. . : v AWS App Mesh : . :

NSX Container Plugin (NCP) Service Mesh Red Hat b1 pp Vs AIStIO L@ VY NKERD
\co LB/WAF @ CITRIX = HAPROXY  NGINX
infrastructure

. ARANRA LK ,
Firewall, IDS/IPS c',sc'o W TIGERA  {# weaveworks
» s
- NSX Manager . U ID o \Y/
API Client Routing CIsco &cAaLIce pon i

o otfan] £
Switching R ARISTA i flannel

VMs, Containers,

Bare Metal Containers
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{PJ
4

@ @) 1. localadmin@k8s-master: ~ (ssh)

NSX / K8s topology

kubectl create namespace foo
created

namespace ”foo

kubectl create namespace

namespace “bar" created T .
- Namespace: | Namespace: bar
kubectl run nginx-foo --image=nginx -n foo | NAT ! NAT
"nginx-foo" created boundary boundary %
kubectl run nginx-bar --image=nginx -n i
"nginx-bar" created - 10.24.0.0/24 10.24.1.0/24 10.24.2.0/24
: T T T T 3
s 'ﬂ' s 'ﬂ L ﬂ T 'ﬂ 3 -‘ﬁ "ﬂ
| 1 | 5 :

o [ com—

AT
vmwarée
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Trace flow

IP Type: IPv4
@ Traceflow Traffic Type: Unicast
Protocol Type: ICMP
O Home Networking Security Inventory Plan & Troubleshoot System
Q. nginx-finance o Bl ‘ X
@ ENTITES
O All Pods Segment Ports Virtual Machines
Name Resource Type Tags Last Modified Time Status
seg-dd
> domain-c8:473fdad8-5a67-4202- Segment Ports 8 2020/03/12, 08:29 PM @ Success G
@ """" [: ba29-3620f25ad356-finance-nginx-finance-
5bd88757cb-whz4q
nginx-f| > domain-c8:473fdad8-5a67-4202- Segment Ports 8 2020/03/12, 08:29 PM . Success C
! ba29-3620f25ad356-finance-nginx-finance-
@ ,,,,,,,,,,, 5bd88757cb-nvkdv
> domain-c8:473fdad8-5a67-4202- Segment Ports 8 2020/03/12, 08:29 PM @ Success
ba29-3620f25ad356-finance-nginx-finance-
Observations All 1 Delivered O Dropped 5bd88757cb-7vzd9
Physical Hop Count Observation Type Transport N
> nginx-finance-5bd88757cb-nvkdv Pods
o Injected [] esxidevt 1
o Received [} esxidev( .
> nginx-finance-5bd88757cb-whz4q Pods 1
o Forwarded [} esxidev(
[¢] Received [] esxidevs > nginx-finance-5bd88757cb-7vzd9 Pods 1
o Forwarded [} esxidev
6 _ [ esxidev > nginx-finance-5bd88757cb-nvkdv Virtual Machines 0
° Received [4mxdsy >  nginx-finance-5bd88757chb-whz4q Virtual Machines 0
o Forwarded [} esxidev
> nginx-finance-5bd88757cb-7vzd9 Virtual Machines 0
Received [] esxidev:

vmware
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Network topology

seg-domain-¢8.473fdadg-5a67-4202-ba29-3620f25ad356-finance-0

0064 64 0431

1006484 1/

domain-c8;473fdad8-5a...

-1 Gateway

10.244.0.225/28

seg-domain-cB8:4731dad...

Segment

ginx-fi nginx-finance-Sbd88757...

Virtual Machine

=

(o)

J

nginx-finance-SbdBETS7...

nginx-finance-5b488757...

2
nginx-finance-5bd88757...

Pod |

®:

vmware
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Home Security

Networking

«

2 Network Overview

[ Network Topology

Connectivity
[ Tier-O Gateways
[ Tier-1 Gateways

= Segments

Network Services

® VPN

3+ NAT

«3 Load Balancing

& Forwarding Policies

IP Management
[ DNS
& DHCP

& IP Address Pools

Inventory

= Apply Filter

VLANO_SEGMENT

Segment

Plan & Troubleshoot

System

192.168.0.250/24

192.168.0.252/24

H/_/

WCP_TO

Tier-0 Gateway

(

100.64.64.0/31

100.64.64.1/31

domain-c8:473fdad8-5a...

Tier-1 Gateway

WCP_UL

Segment

19 Segments

|

100.64.64.2/31

100.64.64.3/31

vnet-domain-c8:473fdad...

Tier-1 Gateway

10.244.0.241/28

vnet-domain-c8:473fdad...

Segment

Settings

& Networking Settings

L‘{

41



D L|E{g!: VRNI Cloud-Native Day 2020 Korea

LIVE!

Kubernetes Service yelb-ui - Kubernetes Service users-... Now v (Auto-refresh disabled) Overview Events Flows Metrics

Path Topology (1) d VM Underl... (i) VM: vm-bf6066... v VNIC:172.24.4.6 ~~ PNIC: [Wl-vrni-t... ~

Source Destination Path Details
Pod: yelb-ui.. S - Pod: users-... () Show labels

@ VM: vm-bf6066f9-d14d-
4122-b732-
d388efcadcct

VNIC: [vm-bf6066f9-
d14d-4122-b732-
d388efcadcc6]-
[Network adapter 1]

pks-6452 3 | B NSX-T Logical Port:
6be3b35e-64e4-0328-
3111-e4434b5f84d0O/vm-
bf6066f9-d14d-4122-

pks-645: ' AL b732-

d388efcadcc6.vmx@e759246¢
3elf-4e23-be40-
c6de89c69bf8

pks-645:

Switch Port: [wil-vrni-
tmm-
esx014.eng.vmware.com]-
[vmnic3]

Host Transport Node Edge Transport Node
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NSX-T Values for Containers

Enterprise-class I Advanced Security Enhanced
Networking Operations

SliEe Wi Micro- Full Network Enterprise

Segmentation Visibility Support

to-Container
Networking

Features
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